
































































































Welcome to Email-Security. This is a technical development forum dedicated to a fresh exploration of the Internet email security issues of today, with website at http://email-security.net. Comments and paper contributions on the theme of email security are welcome. Papers will be peer-reviewed before publication. Product and service listings are also welcome, see website.
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Silverlight, Flash, PDF and other Online Form Techniques








[Target Audience: Developers and System Administrators]



There seems to be growing interest for an online form service allowing customers to collect input from users and send it back as structured information to organizations, while preserving confidentiality including input, transmission, archive, access, and auditing functions.



The ability to enable customers to style online forms, for different server scenarios including absence of server-SSL input protection, should also be part of the available customer-design process. Further, the online form service should allow customers to use web forms, email forms, SMS forms, storage file forms, and any other communication process.



ZSentry is currently beta-testing such a Secure Online Form service that meets these considerations.



This work has led us to think more deeply about the pros and cons of Silverlight, Flash, PDF and other methods used to provide online form functions, as well as security and usability, which are the motivations for this posting and feedback.



In many cases of interest, the online form service must assure full HIPAA compliance. Safe Harbor compliance (even without HIPAA) is also coming to the foreground given the high profile and costs of recent breaches such as with Epsilon and Sony.



From the security viewpoint, and contrary to ZSentry for Google Apps (where both the need for HIPAA and Safe Harbor compliance can be satisfied by ZSentry), online forms as enabled by Google Docs cannot at this time be used by ZSentry as a basis for such secure service. The recent security breaches caused by phishing attacks against Google Apps and Gmail further highlight the concerns of storing plaintext information in online services such as Google Docs.



Our usability starting point is that online form functions are "critical" and, thus, in principle should be usable without asking the user to download or do anything else. 



Usability is also necessary to ensure security, as we mention elsewhere (Usability is a system's #1 Security Property). In short, a secure online form service that is secure but not usable will not be used and, therefore, will actually fail to be secure. If security is too difficult or annoying, users may give up on it altogether.



Therefore, while it is OK for an information or help document to be available in PDF (with all the PDF requirements/problems to be met and solved at the user side), users can either view the PDF using any quick view software/service (including Google) or just move on to something else. Not so with an online form that needs to be entered.



We also see that many users are just that -- users -- and have no admin privilege in their devices. Increasingly, devices are locked (also by manufacturers -- see iPad vs Flash) for installation.



These concerns go against Silverlight.  It could be better to use Flash (more widely available) but still many users would be left out as new Flash versions come out quite frequently and many users cannot update or do not like to bothered by yet another update.  Silverlight also suffers from frequent updates. 



How about JavaScript? It is commonly available. However, even JavaScript should only be used to provide added usability, while the online form itself should be functional without JavaScript. This is important not just because some devices have problems with JavaScript; some networks and services also block JavaScript.



In comparison, even though Silverlight or Flash based online forms may look more usable for corporate intranets and other special subsets of users, for public Internet users they are actually not as usable as HTML/CSS with optional JavaScript.



ADA and accessibility requirements also point to HTML/CSS with optional JavaScript.



In conclusion:	Knowing the target-user comes first, as it defines how the message needs to be delivered.  Silverlight, Flash, PDF forms, and other non-HTML solutions can be used well in an intranet (internal services in a hospital, for example) where the organization can control the server, the network, the filters, all the clients, and what is installed and updated at any moment in those clients. Lacking that inclusive control, it is bound to fail in the public Internet for the same reasons.
	From the user's viewpoint, HTML/CSS with optional JavaScript should be the best practice for online forms using the public Internet, as providing the needed functions while not standing in the way of using the online form -- which is the user's goal.
	The ZSentry API for secure online forms is designed so that it can be used with any desired method, including HTML/CSS with optional JavaScript, Silverlight, Flash, PDF forms, and other interfaces. It is up to the developer to make the best use of it.



Comments are welcome. ZSentry for secure online forms is currently in beta test. Please submit a Support Ticket if you are interested in participating now or when the service is launched.



Cheers,

Ed Gerck
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2 comments:


	

Ed Gerck
said...

	

(submitted online by Dr. BP)

I have done the analysis and comparison that you have (a year ago or so) and see very little advantage whatsoever to Silverlight. Flash will become ubiquitous and Java is here forever as far as I an see. There is some question about html5 and world standards, more secure web issues,etc, but those are not so much about the embedding. 

Apple I think will cave on Flash and they have nothing to gain by supporting Silverlight. RE Java: I have more faith in Oracle and bigger players like HP than I do in Microsoft. 

Now if you had a Google crystal ball you might have your answer. However, for the moment, Google is really busy getting their cloud services less tangled and more straightforward. 

iCloud is an interesting wildcard but I think it will be no more secure than Google and the others and will prob have all sorts of proprietary Appleations, more for the unwashed masses and twits.

I love my iPhone and I wish I could have Flash on it, but I would never waste a wish on having Silverlight on it. Any enterprise that needs to use Silverlight would have the resources to roll their own....not for the "rest of us".

Does that answer your question? If not, let me know!

BTW: Forms functions are critical in the sense you mean but hitting the biggest target audience is more critical, IMO.
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Ed Gerck
said...

	

(submitted online by JL)

Ed,
I haven't thought about it at all, so I don't have much useful input.

However, I am certain that most of our users have no idea what Flash and Silverlight are.  And many are smart enough not to agree to download something they don't know.
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